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take a photo/scan your solution of each problem done on paper (not necessarily the printed exam)

and upload the problem on the Moodle course web page on https://wolfware.ncsu.edu.
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Problem 1 (16 points)

(a, 4pts) True of false for Euler’s totient function φ : for all n∈Z≥1 : φ(2n)=

{
2φ(n) if n ≡ 0 (mod 2),
φ(n) if n ≡ 1 (mod 2).

Please explain.

True. If n ≡ 0 (mod 2) then n = 2k m with k ≥ 1 and m ≡ 1 (mod n). Then φ(2n) =
φ(2k+1 m) = 2k φ(m) and φ(n) = 2k−1 φ(m).
If n ≡ 1 (mod 2) then φ(2n) = φ(2)φ(n) = φ(n).

(b, 4pts) True or false: if p ≥ 5 is a prime number with p ≡ 5 (mod 12) then
(3

p

)

= −1. Please

explain. [Hint: the Quadratic Reciprocity Law.]

True:
(3

p

)( p

3

)

= 1 because p ≡ 1 (mod 4). Also
( p

3

)

=
(2

3

)

= −1 because p ≡ 2

(mod 3). Therefore
(3

p

)

=−1.

(c, 4pts) True of false: Taher El Gamal’s public key crytosystem as described in class is secure for

smaller public keys than the RSA scheme, but additionally requires an algorithm for pseudo-

random bit generation.

True. The discrete log for breaking El Gamal is harder than integer factoring for breaking

RSA. But without random exponents for encryption, the scheme is subject to the lunchtime

attack where an evesdropper has both their clear and their ciphertext.

(d, 4pts) Please compute x,z ∈ Z>0 such that x2 +2025 = z2.

2025 = 34 ·52 = 32 ·152, hence 152(42 +32) = 152 ·52: x = 60,z = 75.

2025 = 452 = (72 −22)2,s = 7, t = 2,x = 2st = 28,z = s2 + t2 = 53.

Smallest soltution: (3 ·2 ·4 ·1)2 +(3 · (42 −12))2 = 242 +452 = (3 · (42 +12))2 = 512.
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Problem 2 (5 points): The following is a trace of the computation of the Legendre symbol
(−1624

2897

)

using Jacobi’s reciprocity law. Please fill in the blanks.

(−1624

2897

)

︸ ︷︷ ︸

=1

=
( −1

2897

)

︸ ︷︷ ︸

1

(1624

2897

)

︸ ︷︷ ︸

1

;
( −1

2897

)

= 1 (2897 ≡ 1 (mod 4))

(1624

2897

)

︸ ︷︷ ︸

=1

=
( 8

2897

)

︸ ︷︷ ︸

1

( 203

2897

)

︸ ︷︷ ︸

1

;
( 23

2897

)

= 1 (2897 ≡ 1 (mod 8))

( 203

2897

)

︸ ︷︷ ︸

=1

(2897

203

)

︸ ︷︷ ︸

1

= 1 (2897 ≡ 1 (mod 4)) 2897 mod 203 = 55;

( 55

203

)

︸ ︷︷ ︸

=1

(203

55

)

︸ ︷︷ ︸

−1

=−1 (55 ≡ 203 ≡ 3 (mod 4)) 203 mod 55 = 38

(38

55

)

︸ ︷︷ ︸

=−1

=
( 2

55

)

︸ ︷︷ ︸

1

(19

55

)

︸ ︷︷ ︸

−1

;
( 2

55

)

= 1 (55 ≡ 7 (mod 8))

(19

55

)

︸ ︷︷ ︸

=−1

(55

19

)

︸ ︷︷ ︸

1

=−1 (19 ≡ 55 ≡ 3 (mod 4)) 55 mod 19 = 17

(17

19

)

︸ ︷︷ ︸

=1

(19

17

)

︸ ︷︷ ︸

1

= 1 (17 ≡ 1 (mod 4))
(19

17

)

=
( 2

17

)

= 1 (17 ≡ 1 (mod 8))
(−1624

2897

)

= 1

Problem 3 (6 points): Using the Tonelli-Shanks algorithm from class, compute b ∈ Z233 such that

b2 ≡ 29 (mod 233). If you need a quadratic non-residue, please use the quadratic non-residue 17.

You may use https://wolframalpha.com to compute the required powers and products modulo

233, but please show which modular powers and products you have computed.

a(p−1)/4 = 29232/4 = 2958 ≡ 1 (mod 233);
2929 ≡−1 (mod 233), 2929 ·17116 ≡ 1 (mod 233);
2930 ·17116 ≡ 29 (mod 233), 2915 ·1758 ≡ 202 (mod 233), b = 202, 2022 ≡ 29 (mod 233).
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Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime

number 29 with respect to the primitive root g = 3:

a 1 2 3 4 5 6 7 8 9 10 11 12 13 14

ind3(a) 0 17 1 6 10 18 8 23 2 27 5 7 26 25

a 15 16 17 18 19 20 21 22 23 24 25 26 27 28

ind3(a) 11 12 21 19 13 16 9 22 4 24 20 15 3 14

(a, 3pts) For the primitive root g′ = 2 there is a constant residue k ∈ Z28 such that for all residues

a ∈ Z29 \ {0} one has ind2(a) ≡ k · ind3(a) (mod 28). Please compute k (using the above

table) and show your work.

Set a = 2: ind2(2) = 1 ≡ k · ind3(2)≡ 17 · k (mod 28); k = (17−1 mod 28) = 5.

(b, 7pts) Using the above table, please solve for x ∈ Z29, y ∈ Z29, and z ∈ Z29 the three congruences

3x27 ≡ 2 (mod 29), 2y4 ≡ 5 (mod 29), 3z7 ≡ 7 (mod 29).

Please give all solutions or indicate that there is none and show your work.

27ind(x)+ ind(3)≡ ind(2) (mod 28), ind(x)≡ (−1)(17−1)≡ 12 (mod 28), x = 16.

4ind(y) + ind(2) ≡ ind(5) (mod 28), 4ind(y) ≡ 10 − 17 ≡ 21 (mod 28), but 4 does not

divide 21, no solution.

7ind(z)+ ind(3) ≡ ind(7) (mod 28), 7ind(z) ≡ 8− 1 ≡ 7 (mod 28), ind(z) ≡ 1 (mod 4),
ind(z)≡ 1,5,9,13,17,21,25 (mod 28), z = 3,11,21,19,2,17,14.
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Problem 5 (5 points): Decrypt Alice’s ciphertext (2008,601), (1087,22), (862,2397) that was en-

crypted by the el Gamal protocol with the public key (g, p,gs mod p) = (2,2579,387), where

387 = (22000 mod 2579) and s = 2000 is Bob’s secret. Here each pair in the ciphertext is
(
2ri ,

(
mi ·387ri

)
mod p

)
for 1 ≤ i ≤ 3, where ri are Alice’s random choices and mi are blocks of 2

letters as residues, where each pair of decimal digits corresponds to a letter: A=00, B=01, C=02,. . .,
Z=25, blank space=26. [Hint: in wolfram|alpha (ae mod p)−1 mod p is PowerMod[a,-e,p].]

(2008−2000 ·601) mod 2579 = 1314: ”NO”

(1087−2000 ·22) mod 2579 = 0304: ”DE”

(862−2000 ·2397) mod 2579 = 0011: ”AL”

”NODEAL”

Problem 6 (6 points) Please compute x,y ∈ Z>0 such that x4 − 2y4 = z2. [Hint: if s =
√

2s′ and

z = s2 − t2 then (s2 − t2)2 +(2st)2 = (2(s′)2 − t2

︸ ︷︷ ︸

z

)2 +2( 2s′t
︸︷︷︸

y2

)2 = (s2 + t2)2 = (2(s′)2 + t2

︸ ︷︷ ︸

x2

)2.]

s′ = 2, t = 1,z = 7,y2 = 4,x2 = 9: 34 −2 ·24 = 81−32 = 49 = 72.

s′ = 2 ·62, t = 72,y = 2 ·6 ·7 = 84,x2 = 2(2 ·62)2 +74 = 12769 = 1132,x = 113,

1134 −2 ·844 = 79672.
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