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Problem 1 (16 points)

(a, 4pts) Let p be a prime number > 19 with p =4 (mod 5).
(i) please prove that 3(p—1)+1=3p—2 is divisible by 5.
(i) please prove that for all a € Z, we have for b = a®*»=2)/5 mod p that b> = a (mod p).
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(b, 4pts) The integer 341 is a pseudo-prime (to base 2) but not a Carmichael number. Please xplaln . (Mr
what both mean. RE O
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(c, 4pts) Please show that 319 =1 (mod 1000). [Hint: factor the modulus 1000 = 8 - 125.] CW 3‘@
%\oo - C%zm 50 _ \L}DE: \ [W\M{ (}\\
D(125) = 525 = 100 | G (3| ng
3e0 - 3Pz o | (m@@( 125 )
cet 2= (wed & |25 )

(d, 4pts) Please caﬂpute residues x,y € Zg, or prove that none exist, such that
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Problem 2 (6 points): Please prove that there are infinitely many composite integers
that are =5 (mod 6).
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Problem 3 (6 points): By completing the 3 - 10 entries in the following table in terms of prime
numbers p and g with p # g, please verify Gauss’s Theorem for Euler’s ¢ function and its associate
Mébius inversion formula for n = p2¢*:
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Problem 4 (8 points): Consider 2310 =5-6-7-11 and let a € Z319 with

a=4 (mod 5),
a=5 (mod 6),
a=4 (mod 7),
a=7 (mod 11).

Please compute yg € Zs, y| € Zg, y2 € Z7 and y3 € Z11 such that
a=yo+y1-5+y2:5-6+y3-5-6-7.
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Problem 5 (5 points): Let k = 2* +22 42+ 1 = 23. Please show how one can compute a* mod n
with 7 multiplications of residues modulo n.
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Problem 6 (5 points): Please consider the following (toy) instance of the RSA: the public modulus
is n =77 and the public (enciphering) exponent is k = 43. Please compute the private deciphering
exponent j such that (M43)1 =M (mod 77) (at least for all M € Uy7). Please show your work.
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