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This examination consists of 6 problems, which are subdivided into 9 questions, where each
question counts for the explicitly given number of points, adding to a total of46 points. Please
write your answers in the spaces indicated, or below the questions, using theback of the sheets
for completing the answers andfor all scratch work, if necessary. You are allowed to consult
two 8.5in× 11in sheets with notes, butnot your book or your class notes. If you get stuck on a
problem, it may be advisable to go to another problem and comeback to that one later.

You will have75 minutes to do this test.
Good luck!
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Problem 1 (16 points)

(a, 4pts) Letp be a prime number≥ 19 with p ≡ 4 (mod 5).
(i) please prove that 3(p−1)+1= 3p−2 is divisible by 5.

(ii) please prove that for alla ∈ Zp we have forb = a(3p−2)/5 mod p thatb5 ≡ a (mod p).

(b, 4pts) The integer 341 is a pseudo-prime (to base 2) butnot a Carmichael number. Please explain
what both mean.

(c, 4pts) Please show that 3100≡ 1 (mod 1000). [Hint: factor the modulus 1000= 8·125.]

(d, 4pts) Please compute residuesx,y ∈ Z8, or prove that none exist, such that

x + 3y ≡ 5 (mod 8)
and 5x + y ≡ 6 (mod 8).
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Problem 2 (6 points): Please prove that there are infinitely many composite integers
that are≡ 5 (mod 6).

Problem 3 (6 points): By completing the 3· 10 entries in the following table in terms of prime
numbersp andq with p 6= q, please verify Gauss’s Theorem for Euler’sφ function and its associate
Möbius inversion formula forn = p2q2:

d φ(d) µ(d) µ(d) · n
d

1. 1
2. p
3. p2

4. q
5. pq
6. p2q
7. q2

8. pq2

9. p2q2

10. ∑
d dividesp2q2 andd≥1
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Problem 4 (8 points): Consider 2310= 5·6·7·11 and leta ∈ Z2310 with

a ≡ 4 (mod 5),
a ≡ 5 (mod 6),
a ≡ 4 (mod 7),
a ≡ 7 (mod 11).

Please computey0 ∈ Z5, y1 ∈ Z6, y2 ∈ Z7 andy3 ∈ Z11 such that

a = y0+ y1 ·5+ y2 ·5·6+ y3 ·5·6·7.

Then computea. Please show all your work.
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Problem 5 (5 points): Letk = 24+22+2+1= 23. Please show how one can computeak modn
with 7 multiplications of residues modulon.

Problem 6 (5 points): Please consider the following (toy) instance ofthe RSA: the public modulus
is n = 77 and the public (enciphering) exponent isk = 43. Please compute the private deciphering
exponentj such that(M43) j ≡ M (mod 77) (at least for allM ∈U77). Please show your work.
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