
S ?o\E

=-*::!t- 
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(a,4pts) ,.* S*'
Yp,p pdrme2}: Va e Zo: 1x e Zo; x3 = a (mod p).

Please explain.

F*csE'?'=1-- f=,,t=tr *=rrt=lt*=6 C=L
6 =Z ir avu^*arue*f0L

(b, 4pts) True or false: L729 :7 . 13. 19 is a Carmichael number. Please explain.

TPvz rlze = LGU*( ) (rzL+( ) ('$kei )
W',th c<P,L f*to.rs T.t r^^(.

(c,4pts) Please compute 21000 *o6 7, showing your work.

f = \ (^" ar) +€)-=: zgqq= \ L-a-)
-2 2(ooo = Z- G"J?)

(d,4pts) Please compute the solution (r,y) e Ztt xZll oofthe system of linear congruences

,;Ii=',i lil:l ll]r
1" =l (,*""d n) :)(f-_.)1= 

fl = e 6-tt,)-w=
t/x = lo-g = +Lvr"ed, l,)
(*,g)- (f-, c)
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Problem 2 (6 points): Please prove that there are infinitely many prime numbers that are :2
(-mod=3).=[*in*eonsider 3x produehof'allodd'suclrprimes-+21=:=--.:':'=-

% wo,"^0d. di"r;d." z q 
Z.=( [t*J 3)

fu,CALo l*^* b /*=aUAz)t
d. *{*duur.+ipn^

Problem 3 (6 points): By completing the 3. 13 entries in the following table, please verify Gauss's
theorem for Euler's totient function Q and its associated Mtjbius's inversion formula for n:140:

d Q@) LL(d) p(d).+
I -2u.5u.7u \ \+0
2-2t.5u.7u -t -70
4 -2/.5u.7u L 0 D
s-r0.<l.zu + -l -2q

10 - 2t .5r .7u lo(r-!\ f r-J) :q I t+
20 -22.51

.70 zo[r-{\t,-$= ( n o
'7 

-20.50.71 " (n*' -l *zo
t4 _ 2r .5tt .7t I4 (-i\/r*l\:6 t lo
2g _22.5u.7t ZO {\

1r
-z =(7 0 n

35 : 20 .5r .7r 351'i-+Y; _*\-za \ +
70 :21 .51 .71 70 -r,Yr)+t l,:,\\=& -(

*Z
140 _22.51.71 r4(\-+\t(+\liltaE o D

L
d divides 140 and d>l l+o o aq
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Problem 4 (8 points): Consider 2145 :15 . 13. 11 and let a €221a5 with

a: 13 (mod l5),
a: 3 (mod l3),
a:7 (mod 11).

Please compute lo €Zs,h €Zn andy2 e Zl slchthat

d:yo*yr.15 *y2.15.13.

Then compute a. Please show all your work.

=13

\E. I
\35 (3

:9
)755

3.
la +t,

-1 ,2, [r=
tr=

le + 8-\5 +
2 + ,(-g) +t1i-

rE= 3 (*"4r3)
-1 : 0"*A ,3)

t (*J t=)

(+;

'13 = 1 (rr--a t*)
?' t= = 1 (*'rLn)
q 

d. = G (^J\l)
8 

X- = G") L (*",t
il In
E ol
3 ( r-l
L 2 -L 3
I l3*+

3 tt+ CO-g= I

g-t--(= 1

td ' lE

++,

\)

t- = g (*^"t rr)

Qv=

G

(.^a \\) 4

la+ B.15+ q t5't3
: \ggg
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Problem 5 (5 points): The first pseudo-prime (for base :) is 341 ' 2340 - 1 (mod 341), but 341 is
.:=a eontposite ntrmber=I.lr_ftet;217o==Ftmod34-$an.&# = 32=frnod 34-t). -Usingthrhttertwcr-

congruences, please factor 341. Please show your work.

i* = 6*" )'= i-o = ' ("J 3n)

Q,-fr ) lz.-t) = c C,^,.a 3t-t \
G cp U*, ?+r) = t\

%r G cb (ri 
r z+r ): 3t 4+t= \ \'3 \

a7"ll loro3

Problem 6 (5 points): Bob receives RSA-encrypted messages from Alice, for which he has pro-

vided Alice with a public modulus n and a public exponent k. However, Bob by mistake has

chosen n to be a prime number. On the (toy) example n:101, k :67, and the ciphertext

E: (M67 mod 101):5, please show how Charlie can compute M from the public key (n,k)

and E. Your method should also work on larger keys where n is prime.

V-t *-A +t") : (:-\ (^^a \oo)
:3tootO

i o\
37 I (-l

\L-73
[.

5

")= = M (-*\o\)
3= 2+[^^Jlo\)

G) roof Z-61 = \


