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This examination consists of 5 problems, which are subdivided into 9 questions, where each
question counts for the explicitly given number of points, adding to a total of46 points. Please
write your answers in the spaces indicated, or below the questions, using theback of the sheets
for completing the answers andfor all scratch work, if necessary. You are allowed to consult
two 8.5in× 11in sheets with notes, butnot your book or your class notes. If you get stuck on a
problem, it may be advisable to go to another problem and comeback to that one later.

You will have60 minutes to do this test.
Good luck!
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Problem 1 (16 points)

(a, 4pts) Suppose a pair(a,b)∈Z×(Z\{0}) represents the equivalence class of a rational number
a
b

andχ((a,b)) is the canonical representative of that equivalence class,as I defined it in my
lecture. Please computeχ((49,−35)).

(−7,5)

(b, 4pts) True or false:∀p prime,∀a ∈ Zp : a4 ≡ 1 (mod p) =⇒ a2 ≡ 1 (mod p). Please explain.

False for p = 5,a = 2: a4 = 16≡ 1 (mod 5),
but a2 ≡ 4 6≡ 1 (mod 5).

(c, 4pts) True or false:F5 = 225
+1 is a pseudo-prime. Please explain.

True: 641| F5, so F5 is a composite number (see also d).
But F5 | 2F5 −2 as shown in Homework 3.

(d, 4pts) True or false:F5 = 225
+1 is a Carmichael number. Please explain.

False: F5 = 225
+1≡ 431+1≡ 2 (mod 3), so gcd(3,F5) = 1.

But 3F5−1 6≡ 1 (mod F5) ⇐⇒ 3F5 6≡ 3 (mod F5), as shown in Homework 3.
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Problem 2 (6 points): Forn ≥ 0, please use congruence theory to prove the following divisibility
statement: 27| 25n+1 +5n+2.

25n+1 +5n+2 = 2· (25)n +52 ·5n

≡ 2·5n +25·5n (mod 27)

= 27·5n ≡ 0 (mod 27).

Problem 3 (6 points): Please make a table of all positive divisorsd of 45 and the corresponding
φ(d) values. Also, please verify Gauss’s theorem: 45= ∑d>0 andd|45φ(d).

Note: 45= 32 ·5
d φ(d)
30 ·50 = 1: 1
31 ·50 = 3: 2
32 ·50 = 9: 9· (1− 1

3) = 6
30 ·51 = 5: 4
31 ·51 = 15: 15· (1− 1

3)(1− 1
5) = 8

32 ·51 = 45: 45· (1− 1
3)(1− 1

5) = 24

Gauss’s theorem for n = 45: 1+2+6+4+8+24= 45.
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Problem 4 (8 points): Consider 280= 5·7·8 and leta ∈ Z280 with

a ≡ 2 (mod 5),
a ≡ 1 (mod 7),
a ≡ 0 (mod 8).

Please computey0 ∈ Z5, y1 ∈ Z7 andy2 ∈ Z8 such that

a = y0 + y1 ·5+ y2 ·5·7.

Please show all your work.

y0 = 2
2+ y1 ·5≡ 1 (mod 7)
y1 ≡ 5−1 ·6≡ 3·6≡ 4 (mod 7) (extended Euclidean scheme for (7,5) not shown)
Check: 2+4·5 = 22≡ 1 (mod 7)

2+4·5+ y2 ·5·7≡ 0 (mod 8)
2+4+3· y2 ≡ 0 (mod 8)
y2 ≡ 3−1 ·2≡ 3·2≡ 6 (mod 8) (extended Euclidean scheme for (8,3) not shown)
a = 2+4·6+6·5·7 = 232
Check 232= 29·8+0.
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Problem 5 (10 points): Consider the following instance of the RSA:n = p · q wherep andq are
primes with p ≡ q ≡ 2 (mod 3); the public (enciphering) exponent isk = 3. Please prove the
following.

(a, 4pts) j =
2(p−1)(q−1)+1

3
is an integer.

We show that 3 | 2(p−1)(q−1)+1:
2(p−1)(q−1)+1≡ 2(2−1)(2−1)+1≡ 2+1≡ 0 (mod 3).

(b, 6pts) The integerj as defined in (a) is the private (recovery) exponent, that is for all residues
M ∈ Zn with GCD(M,n) = 1 one has(M3) j ≡ M (mod n).

Since φ(n) = (p−1)(q−1) we have

(M3)
2(p−1)(q−1)+1

3 = M2(p−1)(q−1)+1 = M · (Mφ(n))2 ≡ M ·12 (mod n),

the latter by Euler’s theorem.
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